NHPOPMALIMOHHAA ITAMATKA

JJIA OBYYAIOHIUXCA JJIAA PASMEIIEHUA

HA OPNIUNAJIBHBIX UTHTEPHET-PECYPCAX

C KaXxIpIM TOJOM MOJIOACKU B WHTEPHETE CTAHOBUTHCSA OOJbINNE, a IIKOJbHUKUA OJHU U3
CaMbIX AaKTHMBHBIX NOJIb30Barened PyHera. Mexay Tem, MOMMMO OIpOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HECEeT M NpoOiembl. OJTa MNaMsiITKa [0JDKHA IIOMOYb Tebe
0€301MacHO HAXOIUTHCS B CETH.

KommnerotepHsie BUPYChI

KoMIIbroTEpHBIN BUPYC - 3TO PA3HOBUIHOCTh KOMIBIOTEPHBIX MPOrpaMM, OTJIMYUTEIBHOU
OCOOEHHOCTBIO KOTOPOMH SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHMIO. B JomosnHeHue kK atomy,
BUPYChl MOTYT MOBpPEAMTh WM TIOJHOCTBIO YHHUUYTOXKUTh BCE (Qaillibl U JaHHbIE,
HNOJKOHTPOJIBHBIE TOJb30BATEN0, OT HMMEHHM KOTOpOro Oblla 3allyllleHa 3apakKeHHas
IporpaMma, a TakyKe MOBPEIUTh WM JaXKEe YHUUYTOKUTH ONEPALMOHHYIO CUCTEMY CO BCEMU
¢aiinamu B 1eaoM. B O0IbIIMHCTBE CllydaeB pacpOCTPAHSAIOTCS BUPYChI UEpPE3 UHTEPHET.
MeTonbl 3a1UThl OT BPEAOHOCHBIX IIPOrPAMM:

1. Ucnonw3yil cCOBpEeMEHHBIE OINEPAMOHHBIE CHCTEMbI, MMEIOIIHME CEPbE3HBIM YPOBEHBb
3aIUTHI OT BPEJOHOCHBIX ITPOrpamm;

2. TloctosHHO ycTaHaBnuBail mauTé (IUGPOBBIE 3aMJaTKH, KOTOpPHIE aBTOMATHYECKU
YCTaHABIMBAIOTCS C LEJIbI0 J0Pa0OTKM MpOorpamMmbl) W JApyrue OOHOBJIEHHUS CBOEH
orneparmoHHo# cuctembl. CkaunBail UX TOJIBKO ¢ ouIMaIbHOrO caiita paspadorunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTHYECKOTO0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Pabotail Ha cBoeM KOMIbBIOTEPE MO/ [IpaBaMu I0JIb30BATENs, @ HE aAMUHUCTPATOpa. ITO
HE TI03BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAMM HWHCTAJUIMPOBATHCS HAa TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonp3yil aHTUBUPYCHBIE NPOrpaMMHBIE MPOAYKTHI W3BECTHBIX HPOU3BOJUTENEH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub (PU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl MIOCTOPOHHUX JIULL;

6. Ucnonp3yil BHelTHUE HOCHTENU WMH(OpMaIuu, Takue Kak (iernika, TUcKk uiu dain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBail KoMIIbIOTEpHBIE (aiijibl, TOJIYYSHHBIC U3 HEHAJACKHBIX UCTOYHUKOB. Jlaxe
Te (hailsibl, KOTOPBIE MTPHUCIIAT TBOM 3HAKOMBIN. Jydllle yTOUHM y HEro, OTIPaBJIsI JIU OH Te0e
uX.

Cerun WI-FI

Wi-Fi - 5170 He BHI mepeaaun TaHHBIX, HE TEXHOJIOTHS, a BCETo JUIIb OpeH 1, Mapka. Eie B
1991 rony Huaepnanackas kommnanus 3aperucrpupoBaia opern "WECA", yto o6o3Havao
cnoBocoueranue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "OecrpoBOHAas TOYHOCTH" .
Jlo Hamiero BpeMeHM Jouuia JApyras a0OpeBwaTypa, KOTOpasl SIBISETCS TaKOW Ke
TexHosioruel. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAaMEKOM Ha
cTaHAapT Bbiciel 3BykoBoi TexHuku Hi-Fi, uto B nmepeBojie o3HayaeT "BbICOKAsI TOUHOCTB'.
Jla, OecrutaTHBIA MHTEPHET-IOCTYI B Kade, OTENSAX U a’poOnopTax SBISICTCS OTIMYHON
BO3MO>KHOCTBIO BbIXOJa B MHTEepHET. HO MHOrHe sKCrepThl CUMTAIOT, YTO OOIETOCTYITHBIC
Wi-Fi cetu He sSIBISIOTCS O€30MaCHBIMHU.

CoBeTbl 110 0€30MacHOCTH PA0OTHI B 00IEIOCTYHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoto JuuHyt0 MHpopMaluio yepe3 oodumenaocrynasie Wi-Fi cetu. PaboTas
B HUX, JKEJIATEIbHO HE BBOJIUTH MAPOJIM JOCTYIA, IOTUHBI U KaKHME-TO HOMEPA;

2. WUcnonb3yil © OOHOBIISI aHTUBUPYCHBIE MpoOrpaMMbl U Opanamayep. Tem cambiM Tbl
obe3omnacuillb ce0s OT 3aKauKu BUpYyca Ha TBOE YCTPOUCTBRO;



3. Ilpu wucnonszoBanuu Wi-Fi otkmoun ¢ysknuo "OO6mmi goctyn kK ¢aiaam u
npuntepam". JlaHHas QyHKUMS 3aKpbITa 10 YMOJYAHUIO, OJTHAKO HEKOTOPBIE MOJIb30BATENN
aKTUBHPYIOT €€ AJIsl y100CTBa UCII0JIb30BaHUs B paboTe Uiu yueoe;

4. He ucnions3yii myonuunsii WI-FI s nepenayun TMYHBIX TaHHBIX, HAIIPUMEP JJIs1 BEIXO/A
B COLIMAJIBHBIE CETU WIH B DJICKTPOHHYIO I1OYTY;

5. Ucnonw3yit Tosbko 3antumieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau nuMeHHoO "https://";

6. B mo6unbHOM Tenedone otkmoun Qynkuuio "lloaknrouenue k Wi-Fi aBromatuuecku".
He nomyckaii aBTOMaTHYeCKOTO MOJKIIIOUEHUsI ycTpoicTBa K cersm Wi-Fi 6e3 TBoero
corjacusl.

CoumanpHele ceTn

ConuasibHble CETH aKTUBHO BXOJAT B HAIly *KH3Hb, MHOTHE JIIOU pabOTalOT U )KUBYT Tam
ocTOsIHHO, a B Facebook yxe 3apeructpupoBaH MUILIMAp] YEJIOBEK, YTO SBIAETCS OAHOM
CeIbMOM BCEX JKUTENEH MiaHeThl. MHOTHE MOJIb30BAaTEIN HE TIOHUMAIOT, YTO MH(pOpMaLus,
pa3MeIlleHHAas MMU B COLIMAJIBHBIX CETAX, MOXKET OBbITh HailJieHa W HUCIHOJIb30BaHa KEM
YTOJHO, B TOM YHCJI€ HE 00s13aTENBHO € OJIaruMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 O€30MACHOCTH B COLIMANIBHBIX CETSIX:

1. Orpannub cucok py3ei. Y Te0s B Apy3bsAX HE JOJHKHO OBbITh CIIyYailHbIX U HE3HAKOMBIX
JIIOICH;

2. 3amuimai cBOIO 4acTHYIO Ku3Hb. He ykaswiBail mapomnu, TenedoHsl, aapeca, 1aTy TBOETO
POKJIEHUA U IPYTYIO JUYHYIO HHPOpMALKIO. 3II0YMBIIUIEHHUKHA MOTYT HCIIOJIb30BaTh J1aKe
MH(}OpPMAIUIO O TOM, KaK Thl U TBOU POJUTEINHN IJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuiiail CBOIO PEIyTaIrIo - JAEPKU €€ B YNCTOTE U 3a/aBaii ceOe BOIPOC: XOTe ObI THI,
4YTOOBI APYyrue MOJIb30BaTENN BUJENIH, YTO ThI 3arpykaeuib? [logymail, mpexae 4em 4yTo-To
OIy0JIMKOBATh, HAMMCATh U 3aIPy3UTh;

4. Ecnu Tl TOBOPUIIB C JIOABMH, KOTOPBIX HE 3HAElIb, HE UCHOJB3YH CBOE pealbHOE UM U
APYTYIO JTUYHYIO HHPOPMAIMH: UMsI, MECTO KUTEJIbCTBA, MECTO yUeObl U POYee;

5. N3berait pasmenienus dotorpaduii B MIHTepHETE, T/I€ Thl M300paKEH HA MECTHOCTH, TIO
KOTOPOM MOKHO ONPEAEIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu peructpanuu B COIMAIBHON CETH HEOOXOJUMO HCIOJIB30BaTh CIOXKHBIC MApOIH,
cocrosme u3 OyKB 1 IU(dp ¥ C KOJIMIECTBOM 3HAKOB HE MeHee 8,

7. Jlnga couuanbHOW CETH, MOYTHI U JPYTMX CalTOB HEOOXOAMMO HCIOJIb30BaTh pPa3HbIC
naposu. Torga ecnu TeOs B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKH MOJydYaT JOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE ICHBI'U

DNEeKTpOHHBIE JE€HbIM - 3TO OYEHb YAOOHBIA CHOCOO IUIATEXKEW, OJHAKO CYHIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT NOJYYUTh 3TU JEHBIH.

DNEeKTpOHHBIE JCHBIW MOSBUJIUCH COBCEM HEIAaBHO M HMMEHHO H3-3a 3TOT0 BO MHOTHX
rocyAapcTBax 0 CHX IOp HE MPOIMUCAHO NP0 HUX B 3aKOHAX.

B Poccuu sxe 0HM (YHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe UX Pa3eliioT Ha
HECKOJIbKO BUJIOB - aHOHHMHBIE U HE aHOHMMHbIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€,
B KOTOpBIX pa3peliaercs MpOBOAUTH Omnepanuud 0e3 WACHTU(UKALMK TOJIb30BaTeNsl, a B
HEAHOHUMHBIX UACHTU(PUKAIUS MOIH30BATENS SBISETCS 0053aTEIbHOM.

Takxe crnenyer pasznuyaTh SJEKTPOHHBbIE (DUATHBIE JI€HBIM (PaBHBbI TOCYIapCTBEHHBIM
BaJIIOTAM) U AJIEKTPOHHbIE HE(UATHBIE IEHbIU (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTAM).
OcHOBHBIE COBETHI IO 0€30TaCHOM padOTe C AICKTPOHHBIMU JICHBIAMU:



1. IlpuBspku K cueTy MOOWIBbHBIN TenedoH. DTO caMblil yIOOHBIM U OBICTPBIA CIIOCOO
BOCCTAaHOBUThH JOCTyNn K cuery. [IpuBsizanHblil TenedoH MOMOXKET, eciiu 3a0ynellb CBON
IIJIATEKHBIN NIapOJIb WM 3aiJelb Ha CAalT C HE3HAKOMOI'0 YCTPOUCTBA;

2. Wcnonp3yit ogHOpa3zoBbie maponu. [locie mepexona Ha yCHWJICHHYIO aBTOPH3alUI0 TeOe
y’Ke He OyJleT yrpokaTh OMACHOCTh KPaXki WIIM TIepeXBaTa IIaTeHOTo MapoJis;

3. Beibepu cnoxubiit maposb. [IpectynHukam OyAeT He MPOCTO yraaaTh CIOKHBIN Mapoib.
HanexHple mapoiim - 3TO MapoJid, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB M BKJIIOYAIOT B
ceOst CTpOYHBIE M TMPOMUCHBIE OYKBbI, HU(GPHI U HECKOJIHKO CHMBOJIOB, TaKM€ KaK 3HAK
nosapa, pyHTa, BOCKINIATENbHBIN 3HaK U T.11. Hampumep, $tRONQ!;;

4. He BBO/IM CBOM JIMYHBIE JAHHBIEC HA CaliTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIeKTpOHHAs MoYTa

DNeKTpoHHAsl MoYTa - 3TO TEXHOJIOTHS M MPEIOCTaBIsiEMbIE €10 YCIYTH IO MEpPEChUIKE U
MOJIYYEHHUIO JIEKTPOHHBIX COOOIIEHUI, KOTOPBIE PACIPEEISIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO  DJIEKTPOHHBIM  TOYTOBBIM  SIMIMK  BBIMJSIAAT — CJCAYIOIIMM  0OpaszoMm:
UMs_T0JIb30BaTEsI(@uMs_JTIoMeHa. Takke Kpome Iepeiadyd MNpOCTOro TEKCTa, UMEETCs
BO3MOKHOCTh NIEpe1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C ICKTPOHHOM MOUTOM:

1. Hano BBIOpaTh NMpaBUJIBHBIN MOYTOBBIA cepBHUC. B MHTEpHETE €CTh OrPOMHBIN BBHIOOP
OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYUIIE JOBEPATh TEM, KOTO 3HACIIb U KTO MEPBbII
B PEUTHHIE;

2. He yka3pIBaii B NMYHOW MOYTE JIW4YHYI0 HHpopmaimio. Hampumep, mydiie BbIOpaTh
"My3bIkanbHbI_panaT@" wim "pok2013" BmecTo "Temal3";

3. Ucnonb3yit ABYXATANHYIO aBTOPHU3ALIMIO. DTO KOTJa TOMHUMO MapoJis HY>KHO BBOJIUTH KO/,
npucklIaeMblil mo SMS;

4. BpiOepu crnoxHbId Tapoib. [ Kaxaoro Mo4TOBOrO SIIIUKA JOJKEH OBITH CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecth BO3MOXKHOCTH HAmMCcaTh CaMOMY CBOM JIMUHBIA BOIPOC, HUCHOJNB3YH ATy
BO3MOKHOCT;

6. Hcmonp3yil HECKOJBKO TMOYTOBBIX SIIUKOB. [lepBbIii 17 4YacTHOW TEPENUCKH C
aZpecataMu, KOTOPBIM Thl JOBEPSCIIb. JTO AIEKTPOHHBIN apec HE HaJ0 MCIOJIb30BaTh MPU
peructpauuu Ha (opyMax U caiTax;

7. He oTkpbIBaii (ailyibl 1 Ipyrue BJIOKEHUS B MUChbMAaX, TaXKE €CIIM OHU MPUIILTA OT TBOUX
npy3ei. Jlyuie yToOuHH y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (hailiibl;

8. Ilocne oxoH4anust pabOTHI HA TOYTOBOM CEPBUCE TIEPET 3aKPHITHEM BKIIAJIKK C CAUTOM HE
320y HaXKaTh Ha "BeritTu".

KubepOymuuHT 1iiv BUPTYallbHOE U3/€BATEIbCTBO

KubepOymnuHr - mpecienoBanue COOOMICHUSMU, COACPIKAINTUMU OCKOPOJICHUS, arpeccuto,
3ayTUBaHUe; XYJUTAHCTBO; COIMAIBHOEC OOMKOTUPOBAHHME C TOMOIIBIO PA3TUYHBIX
WHTEPHET-CEPBHCOB.

OcHoOBHBIE COBETHI 110 00pHOE ¢ KMOEPOYIITUHTOM:

1. He Opocaiics B 60ii. Jlyurmuii cnoco0: MOCOBETOBATHCS Kak ce0st BECTH H, €CITU HET TOT0, K
KOMY MOXHO OOpaTUThCS, TO BHAuaje YCIOKOUThCA. Eciam Tl Ha4yHENmb OTBEYaTh
OCKOPOJICHUSIMU HA OCKOPOJICHHUS, TO TOJIBLKO €111e OOJIBbIIE PAa30XKKEITh KOH(IJIHUKT;

2. Ympanisii cCBOei KubeppernyTarei;

3. AHOHUMHOCTh B ceTh MHHMas. CylIecTBYIOT CHOCOOBI BBISICHUTh, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;



4. He cTouT BecTH XyJIUraHCKUI 00pa3 BUPTyalbHOM ku3HU. THTepHET puKCHpyeT BCe TBOU
NEUCTBUA U COXpaHSET uX. Y IaIuTh UX OyIeT KpailHe 3aTpyAHUTEIbHO;

5. Coburofiait CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit eauHu4Hbd HeratuB. OJHOpPA30BbIE OCKOPOUTENbHBIE COOOIIECHUS JIydllle
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpamiaeTcss Ha Ha4allbHOM CTa/luu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B COITMAIbHBIX
CETSAX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKH COOOILEHUI € OMPEIEIEHHBIX aJIPECOB;

8. Ecmm Tel cBumerens kuOepOymnuHra. TBOu  JEHCTBUS: BBICTYNUTH IPOTHUB
IpeciieIoBaTeNs, M0Ka3aTh €My, YTO €ro JEHCTBHS OLEHUBAIOTCS HETaTUBHO, MOJJECPKATh
KEPTBY, KOTOPOM HY)KHA IICHUXOJOrMYECKas I[OMOIIb, COOOUIUTH B3POCIBIM O (aKTe
arpeCCUBHOIO MOBEJICHUS B CETH.

MoO6unbHBIN TenehoH

CoBpeMeHHbIe cMapTPOHBI U TJIAHIIETHI CoiepKaT B ceOe BIOJIHE B3POCIbIM (PYyHKIIMOHAI, U
TENepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMIIbtoTepaMu. OJHAKO, CPEACTB
3aIlUTHI 7151 TIOAOOHBIX YCTPOMCTB MOKA OYEHb Majio. TeCTUpOBAaHUE U MOUCK YSI3BUMOCTEN
B HUX IPOUCXOJUT HE TaKk MHTEHCHBHO, Kak it [IK, To ke camoe kacaeTcss 1 MOOMIIbHBIX
MIPUJIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MNPAaKTUYECKU JOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO paclIMpeHre (PYHKIMOHAJIa BJIEYET 3a COOOU OOJIBIIYIO CIO0XHOCTh M MEHBIIYIO
3aIIUIIEHHOCTb.

Jlaneko He BC€ MPOU3BOAMTENM BBITYCKAIOT OOHOBJIEHMS, 3aKpPBIBAIOIIME KPUTHUYECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€301aCHOCTH MOOMIIBHOTO TelleoHa:

Huuero He siBiisieTcs no-HacToseMy OecIuiaTHBIM. byib 0OCTOpOXkeEH, BEAb KOTaa Tede
MpeaiaratoT OECIUIaTHBIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KAKHE-TO IIJIaTHBIE YCIIYTH;
Hymaii, npexae yeM otnpaButb SMS, ¢poTo i Buaeo. Thl TOYHO 3HACID, I/I€ OHU OYAYT B
KOHEYHOM HUTore?

Heo6xoaumo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETo cMapThOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsi MOOMIIBHBIX Telle(hOHOB;

He 3arpyxaii IpuIOXKEHUS OT HEHW3BECTHOI'O HMCTOYHHKA, BEAb OHU MOTYT COJEpXKaTh
BPEOHOCHOE MPOTrpaMMHOE 00€CIICUCHHUE;

[locne Toro kak Thl BBIMACIIL C caiiTa, IJie BBOAWI JIMUHYIO WHGOpMAIMIO, 3aiIud B
HacTpoiku Opaysepa u yaainu cookies;

Ilepunonnuecku MpoBepsii, KaKUe IUIATHBIE YCIYTM aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBoii HOMEP MOOMJIBHOTO Tele(oHa TOJBKO JIFOISIM, KOTOPBIX ThI 3HACIIbL U KOMY
JOBEPSICILIb;

Bluetooth momkeH ObITH BBIKIIOUEH, KOTJa Thl UM HE Tojb3yelibes. He 3a0biBail nHOTIa
MIPOBEPSITH 3TO.

Online urpst

CoBpeMEHHbIE  OHJIAWH-UTPBl - 3TO KPAacOYHbIE, 3aXBAaTbIBAIOIIME  Pa3BIICUCHUS,
OOBEIUHSIONINE COTHU ThICSY YENOBEK MO BceMy MHUpY. Urpoku HCClenyroT JaHHBIA UM
MUp, OOLIAIOTCS JpYr C JAPYroM, BBINOJHSIOT 3aJaHUsl, CPaKalOTCA C MOHCTpaMU H
MOJIy4aloT OMBIT. 3@ yIOBOJBCTBUE OHU IUIATST: MOKYIMAIOT JUCK, OIJIAUYMBalOT aOOHEMEHT
WM IPUOOPETAIOT KaKUe-TO OIIHUH.

Bce atu cpenctBa uayT Ha mojaJep:KaHUE U Pa3BUTUE UTPHL, @ TAKXKE HA caMy 0€30MacHOCTb:
COBEpUICHCTBYIOTCS CHUCTEMBbl aBTOPU3AIIMM, BBIMYCKAIOTCS HOBbIE MaTdu (LUUQPPOBBIC
3aIUIaTKU U1 IPOrPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B momo6HbIX UTpax CTOMT OMacaThCsl HE CTOJIBKO CBOMX COTMIEPHUKOB, CKOJIBKO KPa)kl TBOETO
napoJsi, Ha KOTOPOM OCHOBaHa CMCTEMa aBTOPHU3aLMU OOJILITMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MAaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecu npyroii urpok Benet cedst TIoX0 WM CO3/1aeT Te0e HEMPUSITHOCTH, 3a0JIOKUPYH €ro
B CITMCKE UTPOKOB,;

2. Ioxanyiicss aAMMHUCTpPATOpPaM UTPHI HA TUIOXOE MOBEJACHUE 3TOTO UTPOKA, KEJIATEITbHO
MPUWIOKUTH KAKHE-TO JOKA3aTeIbCTBA B BU/IE CKPUHOB;

3. He ykaspiBait muunyto nHOpMaIuio B npodaiisie urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuImaabHbIC TATYH U MOJIBI;

6. Mcnonb3yii crokHbIe U pa3HbIe TApOIIH;

7. Jlaxxe BO BpeMsl WIpPbl HE CTOMT OTKJIIOYaTh aHTUBHpyc. [loka Tbl uWrpaems, TBOWM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT UM KPaXka JIMYHBIX TAHHBIX

OOBIYHOI KpaXkel JIeHET U JOKYMEHTOB CErOJHS YK€ HHUKOIO HE yAMBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JIOyMBIIUICHHUKNA TEPEMECTUIIUCh B HMHTEPHET, M MNPOJOKAIOT
3aHUMAThCS "MIOOUMBIM" J1€TTOM.

Tax mosiBuiach HOBasi yrpo3a: MHTEPHET-MOILIEHHUYECTBAa WIM (UIIMHT, IJIaBHAs LEib
KOTOpPOT'O COCTOUT B MOJIYYEHUU KOH(UICHIMAIBHBIX JAaHHBIX MOJIb30BaTENICH - JIOTUHOB U
napoJyieii. Ha anrnmiickom si3pike phishing unraercs kak ¢umunr (ot fishing - priOnas
J0BJIsA, password - maposb).

OcHOBHBIE COBETHI 10 0OPHOE € (PUILTMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl oo3peBaeliib, 4YTO TBOS aHKETa Oblia B3JIOMaHa,
TO HEOOXOJHMMO 3a0JIOKMPOBATh €€ M COOOIIUTH aJMHHHCTpATOpaM pecypca 00 3TOM Kak
MOHO CKOpee;

2. Ucnonw3yit Ge3onacHbie BeO-CaliThl, B TOM 4YHCIIe, UHTEPHET-MAra3uHOB U MOUCKOBBIX
CUCTEM;

3. HUcnonb3yit crnoxHble W pa3Hble Mapoiu. Takum oOpa3oM, eciu TeOs B3IOMAlOT, TO
3JI0YMBIIUIEHHUKN TIOJIy4aT JOCTYI TOJIBKO K OAHOMY TBOEMY MPO(HUIIO B CETH, a HE KO
BCEM;

4. Ecnu 1e0s B3710Malid, TO HEOOXOAMMO MPEAyNpeNuTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBjeHbl y TeOs B JIpYy3bsAX, O TOM, UTO Te€Os B3JIOMalM M, BO3MOXHO, OT TBOETO MMEHU
OyZeT pacchliaThCsl CllaM U CChUIKM Ha (DUILIMHTOBBIE CAlThI;

5. YcranoBu HagexHbli napodib (PIN) Ha MOOMIBHBIN TEneoH;

6. OTkiIr0uM coxpaHeHue naposis B Opaysepe;

7. He oTkpbIBail (ailsibl U Ipyrue BIOKEHUS B MHCbMax, JaK€ €CJIM OHU MPULIUIA OT TBOUX
napyseit. Jlydiie yrouHu y HUX, OTIPABIISUIA JIU OHU TeOe ATH (pailiibl.

[udposas penyramus

[udposas penyrammsi - 3TO HETaTWBHAs WM TMO3UTHMBHAs WHGOpMAIMS B CETH O Tebe.
Kommnpomerupyromas uHopmanus, pa3sMenieHHass B HMHTEPHETE, MOXKET CEepPbE3HbIM
00pa3oM OTpa3uThCs HA TBOEH peanibHOM »ku3Hu. "Lludposas penyranus" - 3T0 TBOH UMUK,
KOTOpbIN hopmupyeTcst u3 nHpopManuu o Te0e B UHTEPHETE.

TBOe MecTO KHUTENbCTBa, y4eObl, TBOE (DPMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue moapoCTKU JIETKOMBICIEHHO OTHOCATCS K MyOJMKaluu JIMYHOW WMH(pOpMaluu B
HNuTepHere, HE TOHMMAas BO3MOKHBIX IMOCJIEACTBUN. ThI 1aKe HE CMOKEIIb JOTAAAThCS O



ToM, 4TO (poTorpadusi, pasMelieHHass 5 JeT Hazal, cTajJa TPUYMHOM OTKa3a
MIPUHATH T€Os1 HA paboTYy.

KommenTapuu, pazmenienue TBoux ¢otorpaduil U Ipyrue ACHCTBUS MOTYT HE
MCYE3HYTh JaXKe MOCIE TOT0, KAK Thl MX YAAJIHILIb. Thl HE 3HACIIb, KTO COXPAHMII
3Ty uMH(pOpPMAIMIO, TIOMAaJia JIM OHA B TMOUCKOBBIE CHCTEMBI M COXPAHMUIIACH JIU
OHa, a TJIABHOE: YTO MOAYyMAaloT O Te0€ OKpYKaroUue JIFOAU, KOTOpble HAUAYT U
yBUAAT 3T0. Haiitn nHopmamnuo MHOTO JIET CIyCTS CMOXKET JI000W - Kak U3
N00pBIX OOYXICHHM, TaK U C HAMEPEHHEM IPUYUHUTH Bpea. ITO MOKET ObITh
KTO yTOJHO.

OCHOBHBIE COBETHI 1O 3alIUTE HU(PPOBOH permyTaluu:

1. Tlomymaii, mpexae yeM 4To-TO NyOJIMKOBATh U IepejaBath y ceOs B OJore
WJIM B COLIMAJILHOM CETH;

2. B mHacrtpoiikax mnpoduiisi yCTaHOBM OrpaHUYEHHS Ha MPOCMOTP TBOETO
poIIs U ero COACPIKUMOTO, CACIIal €ro TOJIBKO "/ist py3eit';

3. He pa3memait u He ykaspiBail MH(OpManMio, KOTOpask MOXET KOT0-JIH0O
OCKOPOJISITH WJIH OOMXKATh.

ABTOpCKOE IPABO

CoBpeMEHHbIE  IIKOJIBHUKM -  aKTUBHbBIE  MOJb30BAaTEIM  LUQPPOBOTO
npoctpaHcTBa. OQHAKO JaJEKO HE BCE 3HAKOT, YTO IOJb30BAHHE MHOTUMU
BO3MOXKHOCTSIMU ~ LU(ppoBOoro Mupa TpedyeT coONIoJeHusT TMpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuHn '"uWHTEMIEKTyallbHasgs COOCTBEHHOCTb"' OTHOCHTCS K pa3iMYHbIM
TBOPEHHUSM YEJIOBEUECKOIO yMa, HauMHas C HOBBIX H300pETEHUIl U 3HAKOB,
0003HAYAIOIIMX COOCTBEHHOCTh Ha MPOIYKTHI U YCIIYTH, U 3aKaHYUBAsI KHUTAMH,
¢dororpapusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSMHU.
ABTOpcKHME IpaBa - 3TO MpaBa Ha HHTEUIEKTYaJIbHYIO COOCTBEHHOCTh Ha
MPOU3BEICHUSI HAYKHU, JUTEPATYpbl U UCKYCCTBA. ABTOPCKUE MPaBa BHICTYHAIOT
B KQUECTBE rapaHTHH TOT0, YTO UHTEJUIEKTYaJIbHBII/TBOPUECKUI TPyl aBTOpa HE
OyJeT HampacHbIM, JacT €My CHpaBeJIMBble BO3MOXHOCTH 3apadoTaTh Ha
pe3ysbTaTax CBOEro TPyJa, MOJYyYUTh M3BECTHOCTh M Ipu3HaHue. Hukro 6e3
paspenieHusi aBTOpa HE MOXET BOCHPOU3BOAMTH €ro  MpPOU3BEACHHE,
pacnpocTpaHsaTh, MyOJIMYHO JAEMOHCTPUPOBATh, MPOJAABaTh, UMIIOPTHUPOBATH,
IycKaTh B MPOKAT, MMyOJIUYHO HCIOJHATh, MOKA3bIBATH/UCIIONHATh B 3(upe niu
pasMmewars B IHTEepHETE.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOro 0OeCrieYeHUs] MOKET TIPUBECTH K
MHOTUM PHCKaM: OT MOTEPU JaHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAHOBJIEHA HeJerajgpHas nporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYLIECTBYIOT JeTajbHble M OECIIaTHbIE MPOTPAMMBI, KOTOPBIE
MOYKHO HAUTHU B CETH.

O noptaine

CereBru4OK.p( - TBOU IJIaBHBIA COBETYHMK B CETH. 3JI€Ch Thl MOXEIIb Y3HATh O
0€30MacCHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, @ MIPU BOSHUKHOBEHUU
KPUTHYECKON CUTyallMM OOpaTUThCSA 32 COBETOM. A TakKe MPUHATH y4acTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



